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This report identified three intertwined factors that lead to the 
crises of disinformation: the lack of policies against disinforma-
tion, public distrust towards the government and the media, 
and political polarization of the public. These factors resulted in 
the erosion of democratic institutions and norms. We reached 
this conclusion by analyzing three countries that faced different 
levels of democratic backsliding, specifically Hungary (autocra-
tizing), the United States (democratic crisis), and the United 
Kingdom (crisis contained).

In Chapter One, we looked at Hungary which has arguably expe-
rienced the most severe levels of democratic backsliding over 
the past decade. In Hungary, the Orbán government has been 
accused of strengthening its influence over formerly indepen-
dent media through steadily tightening regulations by intro-
ducing legislative amendments and purchasing ownership. 
Additionally, quantitative analysis was presented of how both 
the disinformation from Russia and disinformation and con-
spiracy theories from Hungary itself are facilitating both the 
import and export of disinformation in the case of Hungary.

Chapter Two analyzed the relationship between disinformation 
and democratic backsliding in the United States. The chapter 
outlined the history of disinformation in the United States and 
how both external and internal forces have contributed to the 
spread of disinformation. With trust in public institutions and 
media at a historic low, the domestic environment is acutely 
vulnerable. Distrustful citizens are prime targets of disinforma-
tion campaigns and malicious actors from inside or outside the 
country can strategically target such citizens. To combat disin-
formation, the chapter argued that a multi-pronged approach 
including the federal and local governments, the media, major 
technology companies, and public education must all play a 
role in reducing the effects of disinformation.

Chapter Three investigated the case of the United Kingdom and 
how it struggled with the threat of disinformation from both 
external and internal forces similar to the United States, but has 
managed to remain resilient against the threat with its relatively 
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low levels of public polarization and a respected and indepen-
dent media. The “engagement trap,” as exemplified in the “£350 
million” claim which was used in the 2016 EU referendum by 
the Vote Leave campaign, is a disinformation tactic which twists 
the truth by utilizing emotionally engaging material to maxi-
mize engagement that ultimately leads to the spread of disinfor-
mation. The “engagement trap” is thus resistant to attempts at 
fact-checking, and presents a dilemma even for countries with 
strong democratic institutions. The chapter briefly introduced 
some of the UK policy responses, and concluded by arguing that 
grassroots organizations such as NAFO were particularly adept 
at weaponizing the “engagement trap” by using humor as a tool 
against disinformation. 

Drawing from the findings of these three case studies, we now 
present four generalizable findings in this chapter. First, it is 
critical to assess the state of the media by checking its indepen-
dence through the existence or absence of government regula-
tions. Second, there needs to be a clear distinction made 
between how disinformation is being spread in times of crisis 
and times of calm. Third, users should check whether they are 
in danger of being captured by the “engagement trap.” Fourth, it 
is important to understand the degree of public trust towards 
key democratic institutions (elections, the executive, the judi-
ciary, and the media) as well as levels of political polarization.

In this chapter, we apply the four generalizable findings from 
above (with a particular focus on the first three) to the case of 
Japan. We provide a general overview of the current state of dis-
information in Japan, with a specific focus on the differences 
between disinformation spread in times of crisis (natural disas-
ter) and calm (elections). We conclude by presenting five policy 
recommendations for Japan which we drew from the three case 
studies and take into account the unique situation in the 
country.
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Disinformation During Elections and  
Natural Disasters in Japan
Japanese experts on disinformation generally agree that at 
present, disinformation campaigns orchestrated by external 
forces remain relatively limited in both scale and influence in 
Japan. Ichihara argues that “[p]olitical	maneuvering	 t h r o u g h 
disinformation has been somewhat restrained thus far in 
Japan.”1 Kuwahara echoes this sentiment by noting that Japan 
has yet to experience a serious disinformation campaign from 
abroad, in contrast to what is happening in the West.2 Kawagu-
chi is more assertive in his conviction that there is so far no evi-
dence to suggest that a foreign power has conducted a 
large-scale and online disinformation campaign during a Japa-
nese election.3 While they may differ in terms of expression, 
there is thus a general consensus within the academic sphere 
that Japan has so far been shielded from organized foreign dis-
information campaigns.

This does not mean that the threat of the spread of disinforma-
tion does not exist in Japan. Yet, Japan has so far managed to 
buck the trend by containing the threat of disinformation. One 
potential reason behind this is the relatively high levels of trust 
bestowed on the Japanese mass media, in addition to the lack of 
substantive differences in terms of policy between political 
party policies. For example, according to the Smart News Media 
Research Institute, 67 per cent of liberals, 69 per cent of conser-
vatives, and 70 per cent of centrists in Japan trust the media.4 
Another possible reason for the contained threat of disinforma-
tion is arguably Japan being a relatively stable democracy. 
Despite problems such as low levels of citizen participation, 
Japan is considered one of the most stable democracies in Asia 
according to the Democracy Index.5

To reiterate, this does not mean that there will not be threats of 
disinformation in the future. First, as mentioned above, public 
trust in the media is relatively high, but this is steadily  eroding  
among  the  younger generations. The same study by the Smart 
News Media Research Institute found that trust towards the 
media is highest among the most senior citizens (those over 60) 
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standing at 81 per cent.6 Among those aged 40-59 trust is at 71 
per cent, and among the younger generation (those under 39) it 
plummets to just 56 per cent. Second, the fact that political 
news is consumed as a form of entertainment, especially those 
that are aired on commercial broadcasting stations, is a unique 
issue in Japan. There are concerns that in the public eye, there 
is no clear distinction between investigative journalism and 
personal news blogs.7

As the cases of Hungary and the United States have shown, elec-
tions are an ideal time for disinformation and misinformation 
to spread. In the case of Japan, there were signs of a particularly 
high volume of disinformation and misinformation during the 
2018 Okinawa gubernatorial election that strategically targeted 
specific candidates. As noted in the introductory chapter, the 
spread of disinformation during elections poses the danger of 
delegitimizing the electoral results, and remains a concern for 
Japan. Additionally, Japan is a country prone to natural disas-
ters such as earthquakes and typhoons that have devastating 
consequences for the communities affected. While disinforma-
tion and misinformation are known to spread during disasters, 
recent years have witnessed cases of foreign actors spreading 
misinformation during times of crisis. The following sections 
are split between times of calm and times of crisis and analyze 
disinformation tactics during each situation.
 
The first section explores the disinformation and misinforma-
tion spread during the 2018 Okinawa gubernatorial election, fol-
lowed by an analysis of how disinformation and misinformation 
were spread during natural disasters, and how the Japanese 
government and the Japanese media responded. In the case of 
Japan, since the development of policies against disinformation 
at the national level is still ongoing, unlike the three case stud-
ies presented in this report, we focus on the regional level 
response.

Disinformation Policies in Calm Times
Gubernatorial elections are held in Okinawa once every four 
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years, but the 2018 Okinawa gubernatorial election was called 
earlier than expected following the sudden death of Governor 
Takeshi Onaga. While then-candidate Denny Tamaki from the 
Liberal Party led the race with the backing of the “All Okinawa” 
anti-U.S. military base group (which also supported Governor 
Onaga). The competition quickly turned into a two-horse race 
between Tamaki and the mayor of Ginowan City, Atsushi 
Sakima, who received backing from the Liberal Democratic 
Party, Komeito, and the Japan Innovation Party. Since a third of 
the voters remained undecided, the political struggle reached a 
fever pitch.8

It also saw the considerable spread of disinformation. For exam-
ple, there was a survey conducted that purported to be by the 
Asahi Shimbun, a major Japanese newspaper saying that “one 
candidate scored 52 per cent favorability, while the other 
received just 26 per cent favorability.” The Asahi Shimbun itself 
denies that such a survey was conducted by them, calling it “a 
groundless accusation” and stating that “these numbers are not 
produced by us, and we did not commission any surveys.” 
Another survey which claimed to have been commissioned by 
the Democratic Party For the People (DPP) claimed that “one 
candidate was leading another by 13 points,” but the DPP itself 
denied the existence of such a survey, stating that “we cannot 
verify that any survey was done by us, and neither have we given 
permission for one to be conducted.”9

In comparison to the United States and the United Kingdom, 
the Japanese mass media rarely includes source links in their 
articles (a trait it shares with the Hungarian traditional media). 
This poses a serious problem as just 26.1 per cent of Japanese 
respondents said they made the effort to verify the credibility of 
information they are either uncertain about or do not trust.10 
This was a much more common practice among Americans (50 
per cent) and relatively more British respondents said they 
would do this (38.2 per cent),11 indicating that the Japanese are 
comparatively less likely to search for the original information. 
However, the difficulty in gaining access to such information is 
arguably making it more difficult to assess the accuracy of infor-
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mation more generally.

Fake websites such as “沖縄県知事選挙2018.com (Okinawa 
Gubernatorial Election 2018.com)” were set up with seemingly 
the sole purpose of attacking specific candidates and have since 
been taken down. The name of the website itself gave the 
impression that it was an official resource and at one point it 
managed to come at the top of the search results and was spread 
widely on social media. However, aside from the section that 
shared historical election results, most of the posts on the web-
site were defamatory, especially against Denny Tamaki, describ-
ing him as an “anti-Japanese radical left-winger who will lie and 
use violence” and claiming that “Denny Tamaki is already 
infringing electoral law.”12 In Table 1 and Figure 1, we list and 
visualize all the post titles from this website in Japanese, which 
shows how the posts nearly exclusively talk about Denny 
Tamaki.

Local media such as the Ryukyu Shimpo and the Okinawa Times 
created special issues dedicated to investigating the issue of the 
fake website, conducted fact-checking, and made efforts to 
track down the original source of the disinformation.13 While 
Ryukyu Shimpo journalists visited an address in Tokyo that was 
listed in the domain information, they were unable to make 
contact with the owner.14 The website did not contain any 
advertisements, and the same individual owned another web-
site called “沖縄県基地問題.com  (Okinawa   Military   Base Issue.
com),”15 suggesting that it is unlikely that the website was made 
to make a profit from online engagement (what is known in Jap-
anese as an “impression zombie”), and instead was likely cre-
ated to achieve a political purpose.

However, the experience of local media in this case underscores 
the difficulty of the disproportionate cost/reward ratio involved 
in fact-checking work. According to one study, out of the 65 
unverifiable claims collected by the Okinawa Times, just two 
made it to print.16 One journalist complained that fact-checking 
takes tremendous effort, more than writing a normal news arti-
cle, and the disproportionate effort entailed brings little 



100

reward.17 This reflects the limited resources local newspapers 
have at their disposal, not least of all in terms of staff. Discus-
sions during committee meetings organized by the Ministry of 
Internal Affairs and Communications specifically identified the 
spiraling costs of trying to verify information online as a prob-
lem.18 The case of the spread of disinformation during the 2018 
Okinawa gubernatorial election and the local media’s efforts at 
debunking them are a prime example of such concerns.

Disinformation may potentially uniquely be destabilizing for 
democratic institutions in geopolitically sensitive places like 
Okinawa. It is evident from this case that closer cooperation is 
needed not just between social media platforms and fact-check-
ers (as was the case between Hearst Communications and Fac-
Check.org as mentioned in Chapter Two), but also between local 
media and NGOs, where greater cooperation will lead to a better 
pooling of resources.

Disinformation During Crises
Japan is prone to natural disasters such as earthquakes and 
typhoons, and it has a long history with the spread of disinfor-
mation- and misinformation during such times of crisis. In the 
recent earthquake on the Noto Peninsula in January 2024, dis-
information was circulated claiming that gangs of foreign rob-
bers were at large was widely spread online.19 There is also 
evidence to suggest that such disinformation is being spread by 
foreign accounts.20 These efforts are usually made with the goal 
of making a profit, which in turn means that they often target 
accounts that have more than 500 followers on X (formerly 
known as Twitter) and posts with more than five million view-
ers within three months.21

 
Disinformation that is circulated after a natural disaster is not a 
problem that is exclusive to Japan. Audiences in Taiwan were 
targeted in 2018 when the Kansai International Airport was 
forced to close down as it was flooded by Typhoon Jebi and a 
tanker collision with a connecting bridge, resulting in around 
8,000 people finding themselves temporarily stranded at the 
airport. Disinformation began to circulate claiming that 
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Original 
Japanese

English 
Translation

Original 
Japanese

English 
Translation

【翁長知事死去】 
翁長知事死去により 
蠢く基地反対派。 
またもや「オール沖縄」
という虚構を喧伝する 
沖縄メディアの罪

Death of Governor 
Onaga: The death 
of Governor 
Onaga strength-
ens the anti-base 
calls. Once again, 
the Okinawa 
media is guilty of 
propagating the 
“all Okinawa” 
fiction.

辺野古反対で、 
なぜ沖縄は大損失 
するのか！

Why does Okinawa 
lose so much from 
opposing the 
Henoko military 
base?

【沖縄知事選挙】 
翁長知事音声テープで 
急浮上した後継候補 
玉城デニー氏とは？

Okinawa Guberna-
torial Election: 
Who is Denny 
Tamaki, the man 
who suddenly 
emerged as a 
successor candi-
date in the tape of 
Governor Onaga?

城間幹子那覇市長、 
知事選回避。市長だけ 
でも維持したい崩壊 
寸前のオール沖縄

Naha Mayor Mikiko 
Shiroma dodges 
the gubernatorial 
race. All Okinawa is 
on the verge of 
collapse, desper-
ately trying to hold 
on to at least the 
mayor.

【はじかさ～沖縄】
平気でウソを吐く 
反基地活動家と 
沖縄メディア、 
それを支える 
共産党と社民党

Shame on you 
Okinawa: The 
anti- base activists 
and the Okinawa 
Media that spew 
lies with impunity, 
and the Commu-
nist Party and 
Social Democratic 
Party that sup-
ports them.

安室奈美恵さん曰く 
「愛される沖縄で 
あること」

According to Namie 
Amuro, “Be the 
Okinawa that is 
loved”.

故・翁長知事利用 
イベント 8.11県民 
大会に「な､な､ 
７万人の大ウソ！」

The August 11 
citizens’ rally uses 
the late Governor 
Onaga. “The great 
lie of the 70,000 
crowd!”

翁長雄志知事の次男、 
迷言かく語りき。

The second son of 
Governor Onaga 
Yuji makes bizarre 
comments.

翁長氏音声テープに 
疑義の声！謎が深まる 
「オール沖縄」 
内部事情

Doubts arise over 
an audio tape of 
Mr. Onaga! The 
mystery deepens 
on the inner 
workings of “All 
Okinawa”

翁長知事を追い 
詰めた後継なき 
オール沖縄の無策！

“All Okinawa” the 
group without a 
plan or a succes-
sor, drove Governor 
Onaga to the brink.

「オール沖縄」という 
虚構

The fiction of “all 
Okinawa”

現沖縄与党の正体は
反社会的勢力だ！

The opposition in 
Okinawa is an 
antisocial group!

List of post titles from “沖縄県知事選挙 2018.com 
[Okinawa Gubernatorial Election 2018.com].”

Table 1
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Original 
Japanese

English 
Translation

Original 
Japanese

English 
Translation

安室奈美恵をも 
政治利用する 
沖縄左翼の醜態

The abomination 
that is the Oki-
nawan left even 
uses Namie Amuro 
for political 
purposes

玉城デニーは
違法容認派の
危険人物だ！その2

Denny Tamaki, a 
dangerous man 
who allows law-
breaking! Part 2

壊し屋と共産主義者が
沖縄を滅ぼす！？

Will demolishers 
and Communists 
destroy Okinawa!?

玉城デニー氏、 
献金問題！

Donation issues 
and Denny Tamaki!

玉城デニーは小沢傀儡
県政となる！？

Under Denny 
Tamaki will Oki-
nawa becomes a 
puppet of Ozawa!?

玉城デニー氏と 
豪華別荘関係！係！

Denny Tamaki and 
his luxury villa.

玉城デニー氏の背後に
蠢く反日左翼勢力と
結託する謝花喜一郎
副知事の闇と罪！

The darkness and 
crimes of Vice 
Governor Kiichiro 
Jahana, the man 
who colluded with 
the anti-Japanese 
leftist forces that 
are behind Denny 
Tamaki!

現沖縄与党は
「埋め立て撤回
するする詐欺師」だ！

The current ruling 
party in Okinawa is 
a fraudster who will 
stop the landfill 
base project!

玉城デニーさん、
早くも選挙違反開始！

Denny Tamaki 
already is commit-
ting election 
violations!

翁長県政を冷静に
評価してみた!!

A sober assess-
ment of the Onaga 
administration.

「環境保護」で
「沖縄破壊」翁長氏
後継候補の説明責任！

“Destroying 
Okinawa” through 
“protection of the 
environment”.
Accountability is 
needed for the 
successor candi-
date of Onaga.

実は誰も引き継いで
いない「故・翁長知事 
の遺志」

No one is in fact 
inheriting the will of 
the late Governor 
Onaga.

翁長氏死去。弔い選挙
で沖縄を狂わす！

The death of 
Onaga sparks an 
election in his 
honor, leading to 
chaos in Okinawa!

玉城テニーは
違法容認派の
危険人物だ！

Denny Tamaki, a 
dangerous man 
who allows 
law-breaking!

普天間返還を
阻むのは移設反対派！

The return of 
Futenma is barred 
by those opposed 
to the relocation!

(Source: Created by the authors)



103

Concluding Chapter  Disinformation in Japan and how to deal with it

Word cloud of the post titles from 
the “沖縄県知事選挙 2018.com 
[Okinawa Gubernatorial Election 2018.com ].”

Figure 1

(Source: Author, based on “沖縄県知事選挙2018.com”)

Chinese citizens were being given priority and being rescued by 
buses provided by the Chinese consulate. The disinformation 
included strong praise towards China and harsh criticism 
against Taiwan, even leading to Su Chii-cherng, the representa-
tive of the Taipei Economic and Cultural Office in Osaka, com-
mitting suicide. Troublingly, Taiwan’s news media were slow to 
respond to the spread of disinformation, with the Taiwan Fact-
Check Center taking 15 days to debunk the disinformation, 
around the time when they were having active collaboration 
with a Japanese NGO over disinformation.22 While it remains 
unclear where the disinformation came from, some have argued 
that it may have originated from mainland China23 given that it 
was first circulated there before it reached Taiwan, and how it 
was spread just a month before Taiwan’s local elections. In 
response, the Taiwan FactCheck Center, which was at first 
intended to be a temporary establishment, was quickly made 
permanent.24
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Pub Talk and Ryukyu Independence: 
The Chinese Disinformation Swirling 
Around the Treated Water from Fukushima

Talks of Ryukyu independence have a long history. Ever since 
the Ryukyu-Han was abolished on March 27, 1879, and the 
annexation of Ryukyu (to be made the Okinawa Prefecture), 
there have been rumblings of Ryukyu independence across 
some quarters. Most of the Ryukyu independence talks center 
around questions over whether or not it is right to become inde-
pendent, and what will happen if it is to go ahead with such 
plans.26 As it were, at present these talks are mere pub talks, and 
there is yet to be a serious movement for independence. How-
ever, there are some who argue that such talks over Ryukyu 
independence have been used by China to divide public opinion 
in Japan.

Influence operation is defined as “limiting information to 
manipulate or confuse understanding and judgments of the tar-
get country into acting in a way that is beneficial to them.”27 For 
example, a report published by the Public Security Intelligence 
Agency argued that China is getting in touch with organizations 
and researchers who research the Ryukyu independence move-
ment, and that China has published multiple essays that are 

Disinformation Fact25

A bus organized by the Chinese 
Consulate in Osaka was sent to 
the Kansai International Airport, 
to prioritize the rescue of the 
stranded Chinese customers. 
Taiwanese customers who wanted 
to get on the bus said they wanted 
to get on if they saw them as 
Chinese.

The Kansai International Airport 
issued buses to send Chinese 
customers from Osaka-fu 
Izuminosano City. From there 
they changed into buses that were 
issued by the Chinese Consulate 
in Osaka and were taken to the 
Osaka City center. No comments 
were issued regarding Taiwan.

Disinformation during the closure of 
the Kansai International Airport.

(Source: Author, based on Watanabe (2024))

Table 2

Column
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sympathetic to the cause.28 One such article was an editorial 
piece published in the Global Times in August 2017, titled “How 
Ryukyu should not be called Okinawa: Questions over where 
Ryukyu belongs.” Such arguments that claim that Okinawa’s 
position remains an “unresolved issue” coincided with the pub-
lication of articles such as “Activating the Ryukyu issue to pave 
the way for changing the official position” (from the Global 
Times),29 and “Return the Diaoyu Islands to China, the time has 
come for a renegotiation of Ryukyu” (People’s Daily),30 that were 
published at a time when the Senkaku Island debate was accel-
erating. The Public Security Intelligence Agency warns that 
such articles are part of a wider Chinese scheme to foster public 
opinion in Okinawa that is favorable to China and create divi-
sions within Japan.31 More recently, on May 13, 2023, during a 
meeting with the LDP, a former Chinese military official chal-
lenged participants by asking “Ryukyu is originally a Chinese 
territory, but how would you feel if it were to declare indepen-
dence?”32 On May 26, 2023, Yang Bojang the head of Japanese 
Studies at the Chinese Academy of Social Sciences commented 
at a forum held in Japan that “We need to review the San Fran-
cisco Peace Treaty [which returned Okinawa to Japan].”33 In the 
following month then newly sworn in Xi Jinping emphasized 
the historically deep ties between China and the Ryukyu, which 
was the first time he spoke out on the topic since coming into 
power.34 There is nothing new about Okinawa’s vulnerabilities 
against Chinese disinformation campaigns. In a 2018 report by 
RAND, it was pointed out that resentment towards the United 
States military base in Okinawa presents possible vulnerabilities 
against Chinese information operations.35 While the focus in the 
past has been that of spreading favorable popular and academic 
narratives on China, there have been new large-scale disinfor-
mation campaigns on social media such as the ones on the 
release of the ALPS-treated water.36

Given that the IAEA and the scientific community agree that the 
impact of the release of the ALPS-treated water is limited, TEPCO 
took the decision to release the ALPS-treated waters from August 
2023. The press office in the Chinese embassy in Japan issued 
comments on the Chinese government’s position regarding the 
ALPS-treated water on its website.37 The Ministry of Foreign 
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Affairs responded by issuing a statement titled “Response to 
comments made by the Chinese government regarding the 
ALPS-treated water discharge into the sea” and argued that the 
Chinese claims lacked factual as well as scientific evidence.38 
See Table 3 below for the actual comments made by both sides.

Regarding the release of the ALPS-treated water into the sea, 
there were social media posts that contained disinformation 
such as the claim that 20,000 fish intended for China were 
instead sold to Taiwan, or that Japan donated money to the 
IAEA, and that the radioactivity levels in the treated water 
exceeded standard levels. Chinese state-owned media actively 
sent out paid advertisements on social media sites that pro-
claimed the dangers of the treated water in not only English and 
German, but also in Khmer (a language native to Cambodia) 
which indicates its desire to spread the information both inter-
nationally as well as in Asia more specifically.39

An example of China’s claim.40 An example of the response by 
the Japanese government.41

Why does Japan push back 
against the idea of an interna-
tional framework with other 
stakeholders?… At present,  
other countries and other inter-
national organizations are not 
present on the ground opera-
tions of the IAEA’s international 
monitoring. This makes it difficult 
to call it an international effort 
and it lacks transparency.  
If Japan is confident in the  
safety of the treated water,  
it should allow third parties to 
monitor and actively support 
more international long-term 
monitoring that includes more 
stakeholders.

The IAEA’s assessment included 
the contributions from the 
Analytical Laboratories for the 
Measurement of Environmental 
Radioactivity (ALMERA) as well as 
other research institutions from 
the United States, France, 
Switzerland, and South Korea. 
While it was the IAEA that took  
a leading role, it was an interna-
tional and objective assessment 
involving third parties. Between 
November 7 and 14, 2022,  
in addition to the experts from 
the IAEA Marine Environment 
Laboratories, experts from 
Finland and South Korean 
research institutions visited 
Japan to collect samples and 
check the treatment process.

Table 3 Disinformation and fact-check related to 
the release of the ALPS-treated water 
from Fukushima.

(Source: Author, based on explanations of the Embassy of the People’s 
Republic of China in Japan and the Ministry of Foreign Affairs of Japan)
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The Ministry of Foreign Affairs in Japan tried to combat these 
disinformation claims on social media by using both its Japa-
nese and English social media accounts. It used hashtags such 
as #STOP風評被害 (#STOPtheRumors) and #LetTheScienceTalk, 
which were accompanied by explainers of the lithium concen-
tration standard levels using graphs and videos as well as images 
and bullet points of research findings in an attempt to tackle the 
issue. In addition, it tried out new campaigns such as using 
#BeautyofFUKUSHIMA to advertise Fukushima and its food.42

As mentioned in Chapter Three, organizations such as NAFO 
have tried to tackle the threat of disinformation by making fun 
of Russian disinformation regarding Ukraine through the use of 
memes and humor. #BeautyofFUKUSHIMA is an example of 
positive posts on a social media platform being used as a diplo-
matic tool. This is of particular importance considering how 
negative content tends to dominate social media.

Policy Recommendations
The three case studies described in this report provide crucial 
insight for the Japanese government and media to develop an 
effective policy response against disinformation. In this sec-
tion, we provide five policy recommendations developed based 
on a case study approach of Hungary, the United States, and the 
United Kingdom.

[General Policy Recommendation]

1.	 Wider acknowledgment of the serious threat to 
democratic institutions and norms posed by disin-
formation. In particular, awareness that both 
domestic and foreign actors will try to spread dis-
information during elections and times of political 
crises in hopes of destabilizing democracies (corre-
sponding chapters: Chapters One to Three).

As the United States (Chapter Two) and Japan (Chapter Four) 
show, election periods are a particularly vulnerable period for 
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democracies as foreign governments as well as domestic groups 
and individuals may try to spread disinformation. While much 
of the focus is on national elections, local elections can also be 
targets of such attacks. As Chapter One showed, the spread of 
disinformation can occur during international crises such as 
the 2015 refugee crisis in Europe  and  Russia’s  2022  invasion  of  
Ukraine. However, it can also be spread during domestic crises 
such as earthquakes and typhoons as this chapter discussed. 
While the common disinformation tactic is to target specific 
politicians or political parties, during domestic crises this could 
be done for commercial purposes as well as political purposes. 
Regardless of motivation, such disinformation tactics lead to 
polarization and erode public trust in key democratic institu-
tions such as elections, the legislature, the judiciary, and the 
media.

2.	 Conventional fact checking is insufficient to avoid the 
“engagement trap.” There should be greater open-
ness towards different kinds of strategies such as the 
use of memes and humor to weaponize the 
“engagement trap” may be needed (corresponding 
chapter: Chapter Three).

Chapter Three defined the term “engagement trap” as a “disin-
formation tactic which twists the truth and makes it emotion-
ally engaging to maintain maximum engagement with the aim 
of spreading a narrative that is beneficial to the perpetrator.” 
The chapter argued that while fact-checking is essential to tack-
ling disinformation, it also carries the danger of unwittingly 
amplifying the disinformation itself. This is why it is important 
to try to weaponize the “engagement trap” by using memes and 
humor, in the manner of grassroots organizations such as 
NAFO. Additionally, this chapter argues that #BeautyofFUKU 
SHIMA is another example of the use of positive hashtag 
campaigns.
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[Policy Recommendation for the Government]

3.	 The Japanese government should not take reporting 
from foreign sources at face value, but instead assess 
the position of each source against the context of 
the source country, including the levels of press 
freedom and any political or economic motiva-
tions behind it. For example, the political division 
within embassies should improve their ability to 
gather data, perform analysis, and consider publishing 
parts of their findings to the public as a way of tackling 
disinformation (corresponding chapter: Chapter One).

Chapter One argued that the Hungarian media is increasingly 
under the influence of the Hungarian government, which pres-
ents a potential risk of the spread of disinformation. This is a 
common problem in countries that face democratic backslid-
ing. There is no guarantee that media outlets once renowned for 
their independence may be able to maintain that independence, 
and even those that may at first seem independent may not nec-
essarily be so in practice. The Hungarian case exemplifies the 
importance of considering the political and economic back-
ground of the media itself, but to make such assessments insti-
tutions such as embassies will play a critical role given their 
strong knowledge of the countries where they are located. As 
others have argued,43 the political divisions within embassies 
could help gather and assess data and publish at least parts of 
their analyses to help educate the public on the democratic con-
ditions of given countries with the goal of debunking the spread 
of disinformation related to those countries.

[�Recommendations on Anti-disinformation Policies during  
Crises for the Government]

4.	 Government regulations against disinformation 
should also assess policy changes abroad. While anti-
disinformation policy needs to be pragmatic and 
ensure freedom of expression, there should be consid-
erations of the broader impact of disinformation on 
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personal safety and democracy (corresponding 
chapters: Chapters Two & Three). In particular, the 
government should work towards the swift intro-
duction of the prominence rule to allow for the 
public media to be given priority coverage on TV 
and social media in anticipation of an influx of dis-
information during crises. They should additionally 
consider placing a temporary limit on accessing such 
media (corresponding chapter: Chapter Three).

As argued in Chapters One and Two, the spread of disinforma-
tion can lead to public distrust towards the government and the 
media, thus risking the erosion of democratic norms. While dis-
cussions over anti-disinformation policy are inevitably a bal-
ancing act with the value of freedom of expression, these 
discussions should be broadened to include considerations of 
potential threats to personal safety and democracy itself. Public 
anxiety during natural disasters and international crises can 
create environments especially receptive to disinformation. As 
Chapter One demonstrated, crises such as the Russia-Ukraine 
War can lead to the spread of disinformation at an organiza-
tional level. We argue that one solution may be to introduce 
something similar to the United Kingdom’s prominence rule, 
which prioritizes the reporting of trusted sources such as public 
media on TV. This policy could be extended to other platforms 
such as social media, something that Japan’s Ministry of Inter-
nal Affairs and Communications is already considering.44 Addi-
tionally, concerns over the spread of disinformation through 
foreign state-controlled media should lead to at least some con-
sideration over restricting access to it as was the case in the 
United Kingdom following Russia’s invasion of Ukraine (see 
Chapter Three).

[�Build a Framework against Disinformation in Government, 
Newspapers, and Fact Check Organizations]

5.	 To improve the reliability of information, the govern-
ment should establish a framework that enables 
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society as a whole to bear the costs of debunking 
disinformation (corresponding chapters: Chapters 
Two and Three).

➢	 –› 5-1	� In addition to large tech firms and fact-check-
ing groups, there should be a framework that 
includes not only major media firms and 
major press, but also local media and press 
that may have limited resources.

➢	 –› 5-2	� To make verification easier, each organization 
targeted by disinformation should provide and 
disseminate a database that provides a sum-
mary of debunked disinformation.

➢	 –› 5-3	� The media should provide the URLs of origi-
nal sources in their reporting where possible

While it is widely acknowledged that large tech firms and fact-
checking groups will play a leading role in ensuring the spread 
of reliable information and providing fact checks, as the exam-
ple of the BBC Verify in Chapter Three indicated, large media 
firms will particularly play a critical role in offering fact checks. 
Additionally, as mentioned in Chapter Two, there are cases in 
which local print media are more trusted than national ones. In 
Japan, local media particularly play a key role in reporting on 
local elections and natural disasters. Based on this, local media 
as well as major media firms should be actively incorporated in 
the formation of a framework dealing with disinformation. Such 
a framework should focus on effectively utilizing fact-checking 
tools being developed by media in the United States and United 
Kingdom, as well as by social media providers.45 There should 
be a further focus on expanding the database of fact checks, 
making it accessible not only to experts but also to regular citi-
zens. Following the introduction of the Link Attribution Proto-
col in the United Kingdom, there needs to be greater effort to 
add the URLs of original sources in media reporting, making it 
difficult to create fake polling data as was the case in Okinawa, 
and to help improve the transparency and reliability of 
information.
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