100 Company Survey on Economic Security 2024 . 27401 2.7
Survey Results

Is economic security ever on the
agenda when discussing management
policies (such as at board of directors
and executive meetings)?

Total number of respondents:74 companies (inclusive of research institutions)
Survey period: November 2023- January 2024

Industry-sector classification of surveyed companies and institutions
[74 responses]

Industry-sector classification Industry classifications

Manufacturing sectors Other manufacturing(11)
@ Non-manufacturing sectors Finance(7)
Transportation equipment and machinery(6)
Petroleum and petrochemistry(5)
Semiconductors(5)
Trading(4)
Information and telecommunications(4)
Iron, steel, and non-ferrous metals(4)
Transport & storage(4)
High-precision machines(2)
Industry and manufacturing production machinery(2)
Information Technology(IT)(2)
Food and beverages(2)
Building materials, textiles, and paper(2)
Construction and real estate(2)
Electricity and gas(2)
Other service industries(2)

Heavy industry(1)
60.8% Retail(1)

Others(6)

0% 1.4% 0%

1

To what degree are you aware/
mindful of economic security?
[74 responses]

Strongly aware @ No answer
@ To a degree Not at all

® Not very 82.4%

[74 responses]

Often @ Every time
@ Sometimes @ Not at all
® Rarely ® No answer

When did you start your
economic security
initiatives?

[74 responses]

52.74

Export Control Reform Act (ECRA), Foreign
Investment Risk Review Modernization Act
(FIRRMA) by the U.S. (2018, 2019)

@ The National Security Service (NSS) established
an "Economy Group" specializing in the economic
field (Apr, 2020)

@ Economic security promotion act passed into law
(May, 2022)

@ Russia's invasion of Ukraine (Feb, 2022)

@ Export regulation by China regarding rare earth
elements (2010)

® Have not started

@ Tighter U.S. restrictions on semiconductors to
China (Oct, 2022)

Deteriorating situation in the Middle East
(Oct, 2023)
@ Others



What specific initiative have you taken in your firm?

Select all that apply.

[74 responses]

Strengthening information management
Changing or diversifying suppliers
Establishment of specialized departments
Risk scenarios and simulations

Reviewing risk assessment

Establishment of new officers and directors

Change or diversifying sales destinations

Prehension of economic security initiatives at primary
suppliers (tier 1) and secondary suppliers (tier 2)

Strengthening efforts toward
advanced technologies

Production base transfer
Change of investment plans
Reviewing or strengthening infrastructure

Strengthening efforts related to patents/patenting

Change in management of
specified critical products

Internal disagreement on difinitions
of economic security

Others

No Answer

50%

50%

45.9%

36.5%

31.1%

28.4%

27%

24.3%

21.6%

18.9%

18.9%

14.9%

2.7%

29.7%

4.1%

77%

No specific use in place

Received support (grants, loans, underwriting of stocks,
credit guarantees, etc.) on the Systems for
Ensuring Stable Supply of Specified Critical Products

Preparing, considering, or having made a notification or
report on the System for Ensuring Stable Provision of
Specific Infrastructure Services

Preparing, considering an applying to Key and
Advanced Technology R&D through Cross Community

Collaboration Program, or have been selected for a research project

Considering, or have applied to the responsible Minister on

the Systems for Ensuring Stable Supply of
Specified Critical Products

Considering, or utilizing foreign assistance programs,

such as Inflation Reduction Act of the U.S and the CHIPS and
Science Act of the U.S. or the European Chips Act of the EU

Applying for the System for Non-Disclosure of

Selected Patent Applications, or received Security Designation

Do not understand the measures

Others

No Answer

5.4%

2.7%

6.8%

4.1%

How does your company utilize the support measures under the
Economic Security Promotion Act? Select all that apply.
[74 responses]

20.3%

17.6%

17.6%

29.7%

27%

27%




What are the biggest challenges in addressing economic security?

Select all that apply.

[74 responses]

Uncertainty in US-China relations

Gathering information on international affairs

Preparing responses to a possible Taiwan contingency or
other territorial disputes in the South China Sea

Risk assessment
Fleshing out risk scenarios

Reforming corporate structure

Prehension of economic security initiatives at
primary suppliers (tier 1) and secondary suppliers (tier 2)

Uncertainty about the situation
in the Middle East (e.g. Gaza strip)

Uncertainty of Japanese government policy

Budget allowance

Uncertainty about sanctions against Russia
due to the situation in Ukraine

Commitment from management
and executive levels

Others

Has the current conflict between
the US and China had an impact
on your business in any way?

[74 responses]

66.2%
64.9%
56.8%
56.8%
52.79%
40.5%
35.19
23%
20.3%
20.3% Ng
20.3% ,
v
17.6%
12.29%

Yes, impacted ® No, not impacted
@ Can't say either @ No Answer

734
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For those who answered that there were impacts,

what were the specific impacts? For those who have no impact, are
there any expected impacts in the future? Select all that apply.

[74 responses]

Increased costs and sales fluctuation due to tightening US
regulations (including tariffs)

Supplier changes 338%

Increased costs and sales fluctuation due to US regulation on
semiconductor trades enforced in October 2022, 31.1%
including Japan's restrictions taken in line with the U.S. policy
Increased costs and sales fluctuation due to tightening 31 17
Chinese regulations (Including tariffs) .1/0
Chinese export controls on gallium, drones, etc. 20.3%

Increased costs and sales fluctuation due to 14 9(y
US Inflation Reduction Act «7/0

EV tariffs and connected car regulations on 0
Chinese-made vehicles 1 0-8 A’

Increased costs and sales fluctuation due to US CHIPS Act 95%

Change of plans of investments and business due to
enforcement and penalty guidelines by the Comitteeon = 6.8%
Foreign Investment in the United State (CFIUS)

Others 18.9%

No Answer 20.3% v

Have you ever been caught
between the US and China,
where you had to choose
between them in some way?
[74 responses]

No
@ Yes
® Can't say either
@ No Answer

63.5:

59.5%



For those “impacted”, how have you specifically been impacted?

If you had to choose between US and Chinese business, For those who were “not impacted”, are there any specific impacts
what would be the criteria to make that decision? expected for the future? Select all that apply.
[74 responses] [74 responses]
50% s elon or dosue of 44.6%
Magnitude of risk 39.2% Decrease in sales 41 .9%
ReIationship(\;vri‘takll’esﬁzll(gzglc:;.s) 20.3% Increased costs from sanctions 37_8%
Current profit rate 14.9% o e aon S oiers, and clents 36.5%
Current sales ratio 8.1% Change of suppliers 24.3%
Current profit margin 5'4% Strengthening security (Includes cybersecurity) 20.3%
Transaction delays or cancellations 8 1 (y
Others 365% due to a declining motivation to invest .1/
wosnever []1.4% e s [ 8%
Reputational damage 8.1 %
o ahecs in Dkraine 4.1%
Others 122%
No Answer 18.9%

2.7+

Has the worsening situation in
the Middle East over the Gaza
strip affected your company's
business in any way?

[74 responses]

Has Russia's invasion of Ukraine
and the resulting sanctions
against Russia impacted your
business in any way?

[74 responses]

Impacted Not impacted
@ Impacted, but diminished © Impacted
@ Not impacted 64.9% ® Can't say either
@ Can't say either @ Others
® Impacted, and increased ® No Answer

Not impacted yet, but expected
@ No Answer
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To what extent have overall
costs increased due to the
cost required to handle
economic security?

[74 responses]

1.4..
4.1+

Increased by under 5%
No increase
@ Not clear
Increased by at least 10%
® Increased by 5% to less than 10%
Decreased
® No Answer

0«

20.3«

44.6-

In the event that further enforcement of Japan’s economic security
policies proceed, where do you expect to find the biggest impact on

your business? Select all that apply.

[74 responses]

Medium to long term business plans
Expenses

Sales

Information disclosure and accountability to
shareholders and other stakeholders

Others

No Answer

2.7%

10.8%
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35.1%

45.9%

66.2%

77%

In additiion to conventional technology management and export
control, what efforts have you made to prevent technology leaks?

Select all that apply.

[74 responses]

Strengthening Cybersecurity

Gathering information of policy-making

Close research on suppliers/clients

Reconsideration of technology management frameworks
Corresponding to the security clearance system
Expanding the scope of technology management

Expanding technology management personnel

16.2%
9.5%
Other 8.1%

No Answer

81.1%

55.4%
47.3%

35.1%

33.8%
28.4%

Regarding sensitive information and technology in your company, to
what extent do you manage such information, employees who handle
such information, and personnel who have access to highly technical
information (e.g., manage such information as trade secrets, limit and
control employees who have access to such information)? Select all

that apply.

[74 responses]

Each department understands and manages personnel
handling advanced technical information

Installing information protection compartments
and cybersecurity measures

Employee human resource management

Selection of personnel to be covered by the security clearance system,
establishment of organization and structure within the company

Manage and identifies personnel who are exposed to advanced
technical information, including retirees

Centralized understanding and management of in-house personnel
who handle advanced technical inofrmation

Each department is responsible for the management
No special measures taken

Change in the composition of the Board of Directors
Others

No Answer

44.6%
28.4%
23%
20.3%
17.6%

14.9%

14.9%
2.7%

1.4%
2.7%
9.5%
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How do you plan to utilize the security clearance system?
Select all that apply.

[74 responses]

Not planned anything in particular 32.4%

Continue and reinforce existing business and 31 1 o
technology development efforts LY

Technology development cooperation 0
with U.S. and U.K. companies 5-4 %

Technology development and projects supported 4 1 o
by the U.S. government LY

\ Entry into dual-use technology development 4.1%

Entry into defense industries 4.1 %

7. [P

Others 29.7%

No Answer 8.1%

2.7+

Is there a compliance system
in place in anticipation

of extraterritorial applications
of US and Chinese economic
sanctions or secondary
sanctions?

[74 responses]

52.7.

Yes, such compliance system is in place

@ Currently working towards putting such compliance
system in place

@ No plans to start

@ others

® No Answer
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In the past, have you ever received signals or attestations by Japanese,
US, Chinese, or other governments regarding imports, exports, or
transacton with sanctioned companies?

[74 responses]

Never received any such indications 79.7%
Have received indication from the Japanese government 5.4%
Have received indication from the US government 5.4%

Have received indication from Chinese government 0%

Have received indication from other governments ()%

No Answer 10.8%

Have you ever been subject to

fines, transaction suspensions,
or import/export suspensions

in your business?

[74 responses]

No and not expecting to be subject in the future

@ No but can foresee a possibility of being subject in

the future

® Yes

@ No Answer 74.3%
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Does your business operate in China?
[74 responses]

© Yes
© No
@ No Answer

What ratio of your sales are
in China?
[61 responses]

 Under 10% @ 50% and over
@ 10% to 30% @ No Answer
® 30% to 50%

If your business includes
production process in China,
what ratio does this take?
[61 responses]

" No production process in China
@ Under 10%

® 10% to 30%
© 30% to 50%
® 50% and over
® No Answer
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Do you have any medium to long
term aims to change the sales
ratio in China?

[61 responses]

" Not especially

@ Aiming to increase the sales ratio in China
@ Maintaining the current ratio

@ Aiming to reduce the sales ration in China
@ No Answer
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What are important topics to be attentive to for developing business in
China? Select all that apply.

[61 responses]

o
c?

Geopolitical risks

Economic climate in China

Anti-episonage law, detention of Japanese nationals,
or safety of Japanese staffs and their families, etc.

Responses assuming the possibility of a Taiwan contingency

Information leaks, including technical information

Business survival risks regarding potential changes
in Chinese policy

Growth of Chinese competitors
Supply chain disruptions

Cyber-attacks
Impacts on performance due to Chinese policies

restricting foreign investments

Requests for technology transfer (discretionary approval
]Prot;esses by administrations, joint venture requirements
oreign equity restrictions, government procurement etc.]

Supply chain risks of human rights issue of business partners

Diversification of raw materials supply chain
including rare earth elements

Labor and other costs

Trend of rival companies on Chinese business
Chinese VISA suspension or delay

Others

No Answer

|
-
o
=
-
~0



Is your company prepared for a
possible Taiwan contingency and
how far?

[61 responses]

" Finished simulations and preparing a BCP
(Business Continuity Plan)

@ Planning Taiwan contingency simulation drills

® No simulations planned

@ Finished simulations and prepared a BCP

@ Conducted multiple simulations, and company-wide
preparations are in place based on BCP

21

To maintain a competitive edge in regard to China, where do you place
the most value?
[61 responses]

Strengthening technological research and
development (R&D)

Cybersecurity measures

Strengthening the management

of intellectual property rights and patents
Measures to protect

from grobal supply chain choke points

Cooperation with the Japanese government
on economic security policies

Increased competition from local
companies and overcapacity problems

Understanding economic climate in China

Competition with Chinese firms
in Asia Pacific and the ASEAN

Responses assuming the possibility
of a Taiwan contingency

China is not a competitor

Others - 4.9%

No Answer I 1 .6%
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@ Conducted multiple simulations, and reviewed existing BCP
@ Others
® No Answer
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Does your company operate in
the U.S.?

[74 responses]

 Yes
@ No
@ No Answer

What ratio of your sales are
in the US?

[67 responses]

 Under 10%
@ 10% to 30%
® 30% to 50%
@ 50% and over
® No Answer

0-.

3.

Additionally if your business
includes production processes,
what ratio does this take?

[67 responses]

) Under 10% @ 30% to 50%
@ No production process included ® 50% and over
® 10% to 30% ® No Answer

21



Do you have any medium to long term
aims to change the sales ratio in the US?
[67 responses]

46.3

Aiming to increase the sales ratio in the US
Not especially
@ Maintaining the current ratio

Aiming to reduce the sales ratio in the US 31 3
@ No Answer e 9%

What are important topics to be attentive to for developing business in
the US? Select all that apply.

[67 responses]

New policies launched by the president 91%
Intensification of US exclusion of Chinese companies 56.7%
Economic climate in the US 55.2%
Geopolitical risks 55.2%

Obscure mid to long term US policies toward China 55.2%

Strengthening export controls 52.29
(semiconductor regulations etc. ) L/

Supply chain disruptions 38.8%

Local procurement rate demands 31.3%

Enforcement and penalty guidelines by the Comittee s
on Foreign Investment in the United State (CFIUS) 29.9%

Inflation Reduction Act 25.4%

Strengthening economic intelligence, including launch or 0
strengthening a Washington DC office 23.9%

CHIPS Act 16.4%

Restructuring of production and manufacturing systems 14.9%

EV tariffs and connected car regulations 99,
on Chinese-made vehicles O

Others 16.4%

No Answer ~ 1.5%
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Select a country/region planned or designated for diversifying
suppliers, changing or diversifying sales destinations, transferring
production sites, or changing investment plans. Select all that apply.

[74 responses]

Japan

The US

India

Thailand

Vietnam

The EU

China

Indonesia

Malaysia

Other Asian Countries
The UK

South Korea

Taiwan

Singapore

Australia

Central and South American countries
Middle East Countries

African countries

60.8%
43.2%
37.8%
33.8%
29.7%
27%

23%

21.6%
20.3%

14.9%
13.5%
13.5%
13.5%
13.5%

9.5%

6.8%

5.4%
2.7%

Russia 0%

ci1s countries 0%

Others

No Answer

14.9%
14.9%

23



What are the important topics to be attentive to for supply chain
diversification? Select all that apply.
[74 responses]

Business environment and
infrastructure at the new location

Increase in procurement costs

Development of local business structure,
securing necessary personnel, etc.

Quality and skills of local human resources

Regulations and administrative procedures
at the new location

Stable supply of resources and materials

Predictability of regulations
by the US government

Predictability of regulations
by the Chinese government

Support from local government

Logistics and accessibility

Additional costs for relocation

Support from the Japanese government
Attractiveness as an investment environment
Others

No Answer

24
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Regarding the future economic security policy, plaese indicate your
satisfaction with the Japanese Government's efforts in each of the
following topics below. Of the items related, please put “O” to satisfied
topics, “x” to unsatisfied topics, and “A” to neither topic.

 Satisfied @ Neither ® Unsatisfied @ No Answer

Supporting supply chain resilience and
transfer of prodcution bases, including reshoring

Business certification and support for
:nsuring stable supply of specified critical products

Supporting to ensure stable provision
of essential infrastructure services,
including screenings

Support for enhancing development of
specified critical technologies through
public-private cooperation

System for non-disclosure of
selected patent applications

Security clearance assessment

Clarification of the direction
in future legislations and information disclosure

Policy making made
with securing corporate profits in mind

Provision of Information on US-China relations,
1e situation in Ukraine, Taiwan, and the Middle East

Support for addressing human
rights issue in the supply chain

Establishment of public-private joint meetings /
councils to discuss economic security

25



In promoting Japan's economic security strategy,
what should be done to maximize and make the most of Japan's strengths?

Select all that apply.

[74 responses]

Strenthening responses to energy issues

Maintaining both domestic stability and
a peaceful international environment

Maintaining competitive edge in
craftsmanship / manufacturing

Strengthening investments
in advanced fields including semiconductors

Strengthening and supporting investments
towards a decarbonized era

Preparing the automotive industry for
a decarbonized era, and rebuilding the international
competitiveness of related industries

Support for innovation and start-ups
Strenthening and/or training experts and specialists
Reinforcing national resilience, including infrastructure

Stabilizing exchange rates and commodity prices

Support for small and medium-sized enterprises (SMEs)
on economic security

Establishment of public-private joint meetnings /
councils to discuss economic security

Optimizing the use of financial assets
Promoting public health and safety
Others

No Answer

13.5%
13.5%

12.2%

1.4%
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73%
71.6%
71.6%
56.8%
51.4%
44.6%
44.6%
41.9%
36.5%
32.4%
32.4%
29.7%
Ny

N
~
!

Which of the following frameworks / region do you think Japan should
strengthen relations with in advancing economic security strategy? Select
all that apply.

[74 responses]

Japan's leadership and trust within the Asia-pacific region 81 .1 %

Maintain and strengthen the Japan-US alliance 77%

Strengthen cooperation with ASEAN 60 80/
(Association of Southeast Asian Nations) member states .0/0

Demonstrate Japan's leadership at the G7 summit 58.1 %

Strengthen cooperation with the Global South 51 .4%

Strengthen cooperation with the EU 500/
(European Union) and member states 0

Strengthen cooperation with QUAD 48 60/
(the Quadrilateral Security Dialogue) O/

Demonstrate Japan's leadership in discussions over WTO 24 3(y
(World Trade Organisation) reform 2 /0

Deepen and expand the CPTPP 24 3(y
(specifically regarding accession of the US, Taiwan and China) /0

Strengthen relationships with Middle East countries 23%

Deepen and strengthen the RCEP 14 9(y
(Regional Comprehensive Economic Partnership) -7/0

Improved relations with Russia 5.4%

No Answer 4.1 %

Others 2.7%
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